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Abstract. Return-oriented programming (ROP) remains a potent threat
to legacy systems running on 32-bit ARM architectures, where modern
hardware defenses like Pointer Authentication Code and Branch Tar-
get Identification are unavailable. We present PROPS (Precision ROP
Scanner), a novel detection mechanism for identifying ROP attacks on
ARMv7 and older ARM platforms. Using Linux kernel uprobes, PROPS
monitors exclusively the return points of known (or potentially) vulner-
able functions without modifying the existing software stack. PROPS
applies Principal Component Analysis (PCA)-based anomaly detection
to the stack content of monitored programs. By learning normal stack
patterns from benign execution, it detects deviations that likely indicate
ROP attacks, achieving 98.24% detection accuracy on generated ROP
chains. This approach represents the first purely stack-based ROP de-
tection method for ARM architectures, offering a practical solution for
protecting legacy systems.

Keywords: ARM · Return-Oriented Programming · ROP Detection ·
Principal Component Analysis · Anomaly Detection

1 Introduction

Memory corruption vulnerabilities remain a critical security concern in modern
computing systems, often leading to exploits such as arbitrary code execution,
privilege escalation, and system compromise. These vulnerabilities typically arise
due to programming errors (such as buffer overflows, use-after-free, or integer
overflow) that allow attackers to manipulate memory and alter program execu-
tion. Among the various exploitation techniques, return-oriented programming
(ROP) [28] has emerged as one of the most effective and sophisticated methods
for bypassing traditional security mechanisms like Data Execution Prevention
(DEP). ROP attacks leverage existing executable code within a program’s mem-
ory space, chaining together small instruction sequences (gadgets) to execute
arbitrary operations without injecting new code. This technique makes ROP at-
tacks particularly challenging to detect and mitigate, as they do not introduce
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easily identifiable artifacts into the memory, neither they require any illegitimate
changes to memory access permissions.

ROP attacks pose a significant threat to embedded devices as well, which are
often deployed in critical applications and operate under tighter resource con-
straints than general-purpose systems. Although numerous ROP mitigation and
detection mechanisms have been developed for desktop environments, particu-
larly Intel x86-64 platforms, these approaches are rarely suitable for embedded
systems due to architectural differences, limited computational resources, and
operating system restrictions. For instance, even Address Space Layout Ran-
domization (ASLR) is inherently weaker on 32-bit architectures (common in
embedded systems) due to the significantly smaller address space, which re-
duces entropy and makes brute-force probing more feasible. Many existing de-
fenses depend on hardware-assisted control-flow monitoring features unavailable
on legacy embedded processors, require recompilation of software that is often
proprietary or closed-source, or rely on OS kernel modifications that are imprac-
tical due to vendor limitations and stability concerns. These challenges collec-
tively contribute to a significant gap in practical ROP mitigation and detection
solutions for embedded systems, including legacy ARM devices, and motivate
the development of specialized approaches tailored to their unique constraints
and operational environments.

Recent ARM architectures introduce hardware features that significantly
raise the bar against code-reuse attacks. Pointer Authentication Code (PAC)
cryptographically signs return addresses and function pointers using secret keys,
preventing attackers from substituting gadget addresses without triggering au-
thentication failures [20]. Branch Target Identification (BTI) enforces control-
flow integrity by requiring that indirect branches land only on designated landing
pads, thereby reducing the availability of gadgets in executable code sections[2].
Memory Tagging Extension (MTE) enforces tag checks on pointer dereferences,
detecting many spatial and temporal memory safety violations before they can be
exploited [27]. However, these mechanisms are available only on recent ARMv8
and ARMv9 processors; the vast majority of ARMv7 and early ARMv8 embed-
ded devices lack PAC, BTI, and MTE entirely. As a result, legacy systems remain
fully vulnerable to code-reuse attacks, highlighting the need for complementary
software-based detection methods.

To be viable in real-world environments, a security solution must be straight-
forward to deploy and compatible with existing systems. Legacy hardware and
heterogeneous, vendor-customized operating systems make this particularly chal-
lenging, as many embedded devices run outdated or specialized OS versions
that cannot be easily modified or upgraded. Our approach is designed to over-
come these constraints: it operates without requiring changes to the underlying
firmware or toolchain and avoids dependencies on recompilation, kernel mod-
ifications, or proprietary hardware features. As a result, it can be seamlessly
integrated into a wide range of ARM platforms, including legacy systems where
traditional defenses are impractical and new protection mechanisms are unavail-
able.



PROPS 3

To address ROP detection under these constraints, we propose PROPS (Pre-
cision ROP Scanner), a novel detection mechanism that examines stack content
to identify the presence of ROP chains. PROPS is motivated by the realities of
legacy embedded deployments, where vulnerabilities cannot always be patched
promptly, and software updates may be operationally infeasible. In such envi-
ronments – common in critical infrastructure such as substations, power plants,
and manufacturing systems [21] – vulnerable components must continue to op-
erate despite known memory-safety issues. By leveraging knowledge of specific
software vulnerabilities (e.g., from CVE databases), PROPS performs precision
detection (hence the name) tailored to the exploitation context. Our solution
targets 32-bit ARMv7 and older architectures, which represent a broad class
of deployed ARM devices and remain widely used in industrial and embedded
systems where hardware upgrades are impractical.

At its core, PROPS combines approaches that examine stack content [26]
with anomaly-detection techniques [15]. Rather than attempting to enumerate
or model the broad and evolving space of ROP techniques, we take a different
approach: we learn only the characteristics of benign stack content and clas-
sify deviations as potential ROP activity. Our approach draws inspiration from
EigenROP [10], which applies anomaly detection based on Principal Compo-
nent Analysis (PCA) to identify ROP attacks on Intel architectures. However,
PROPS differs in key aspects: unlike EigenROP, our system operates without
requiring binary instrumentation, and we demonstrate improved detection per-
formance on ARM platforms. To achieve this, we train a PCA model on clean
stack snapshots captured from benign program execution, enabling the detection
of anomalies that deviate from learned benign patterns. The trained model is
then deployed directly on the target device, providing on-device ROP detection
without modification of the existing software stack. To the best of our knowl-
edge, PROPS is the first ROP defense to apply exclusively stack-based anomaly
detection as a countermeasure on ARM architectures, demonstrating that mod-
els trained on benign stack patterns can effectively identify ROP chains without
requiring attack-specific assumptions.

The remainder of this paper is organized as follows. Section 2 introduces ROP
attacks. Section 3 reviews related work in ROP detection. Section 4 and Section 5
present the design and implementation details of PROPS. Section 6 evaluates
detection performance and runtime overhead. Section 7 discusses trade-offs and
limitations. Finally, Section 8 concludes this work.

2 Background

Memory-corruption vulnerabilities have long been among the most pervasive and
exploited classes of software flaws, with early exploits often relying on simple
stack-based buffer overflows to redirect control flow to a shellcode placed on the
stack by the attacker. In response, modern systems introduced a combination of
hardware- and software-based defenses to prevent the execution of injected code,
including hardware mechanisms such as No-eXecute (NX) on AMD, Execute
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Disable (XD) on Intel, Execute Never (XN) on ARM, and Execute Inhibit (XI)
on MIPS. At the OS level, similar policies are enforced through DEP on Windows
and the Write-XOR-Execute principle on Unix-like systems.

Consequently, attackers adapted by reusing existing executable code already
present within a program’s address space rather than injecting new payloads.
This evolution led to the rise of ROP, in which an attacker chains together short
instruction sequences ending in indirect branches to achieve arbitrary computa-
tion without injecting new code. Over time, ROP has become a central technique
for bypassing modern memory-safety mechanisms [4], motivating extensive re-
search into its detection and mitigation.

Common ROP attack strategies typically center on manipulating processor
state to invoke sensitive functionality using only existing code. A frequent tech-
nique is constructing gadget chains that set up registers for a targeted system
call, such as preparing an execve("/bin/sh", 0, 0) invocation by loading the
appropriate argument registers (e.g., r0–r2) and the syscall number (e.g., r7=11)
before issuing svc, which spawns a shell on the ARM platform. Attackers also
routinely leverage libc-based ROP, invoking functions such as mprotect() or
mmap() to create executable memory regions. These approaches highlight how
ROP enables the execution of complex, high-impact operations without requir-
ing the injection of new code, thereby circumventing modern memory-safety
defenses.

Figure 1 illustrates a simple ROP attack on an ARM binary, in which a
stack-based buffer overflow is leveraged to invoke system("/bin/sh"). After
overflowing the buffer (step 1), the attacker overwrites the saved return address
with the address of a suitable gadget ending in an indirect branch, such as
pop {r0, r4, pc}. When the function returns, execution jumps to this gad-
get (step 2), causing the processor to pop attacker-controlled values from the
stack into registers. By placing the address of the string /bin/sh at the correct
position, the gadget loads it into r0, ARM’s first argument register, and sub-
sequently sets the program counter (pc) to the address of system() (step 3).
As a result, the attacker gains arbitrary command execution without injecting
code, demonstrating how ROP can bypass non-executable memory protections
on ARM architectures.

Actively used defenses offer some protection against memory-corruption at-
tacks but remain insufficient against determined adversaries. Stack canaries [6]
insert guard values between local variables and control-flow metadata, allow-
ing the program to detect simple stack-based buffer overflows before the return
address is overwritten. ASLR randomizes the locations of executable regions,
making it harder for an attacker to predict gadget addresses for ROP construc-
tion. However, both defenses can be circumvented in practice. Canary values and
randomized library addresses can often be leaked through secondary vulnerabil-
ities, such as format-string bugs, allowing attackers to reconstruct the expected
stack layout and bypass these protections. As a result, canaries and ASLR pro-
vide only partial mitigation and cannot prevent ROP attacks once information
disclosure occurs.
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Fig. 1. Example of a simple ROP attack on ARM. A stack buffer overflow overwrites
the saved return address with the address of a pop {r0, r4, pc} gadget, allowing the
attacker to load controlled values into registers and redirect execution to system() with
/bin/sh as its argument, resulting in arbitrary command execution without injecting
code.

Modern ARM architectures introduce several hardware-assisted defenses de-
signed to mitigate code-reuse attacks. PAC, introduced in ARMv8.3-A [20], pro-
tects both forward- and backward-edge control flow by cryptographically sign-
ing return addresses and function pointers with a per-process secret key. When
a pointer is used, the CPU verifies the embedded signature; any modification
– such as overwriting a return address with a gadget address – results in au-
thentication failure and an exception, effectively preventing classic ROP chains.
BTI, standardized in ARMv8.5-A [2], restricts indirect branches so they may
only target instructions annotated with valid landing pads. This mechanism
blocks control-flow redirection into arbitrary instruction sequences, significantly
reducing available gadget surfaces. MTE, also part of ARMv8.5-A [27], asso-
ciates architectural tags with memory allocations and enforces tag matching on
pointer dereferences, enabling the detection of spatial and temporal memory
safety violations that often underpin the injection of code-reuse payloads.

While PAC, BTI, and MTE substantially raise the difficulty of exploiting
modern ARM systems, a vast ecosystem of legacy devices (before ARMv8) –
particularly in embedded, industrial, and IoT deployments – lacks these hard-
ware features entirely. These systems, therefore, remain fully vulnerable to ROP
techniques, underscoring the continued relevance of complementary detection
mechanisms such as the one presented in this work.
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3 Related Work

ROP countermeasure techniques can be broadly classified into two categories:
mitigation and detection. Mitigation techniques focus on preventing or limiting
the impact of ROP attacks by modifying binary structures, randomizing memory
layouts, or enforcing control flow integrity (CFI). Detection techniques, on the
other hand, aim to identify ROP attacks by analyzing program behavior, memory
contents, or control flow patterns. Since our work focuses on detection rather
than mitigation, we present a taxonomy of detection solutions proposed against
ROP attacks.

Detection techniques can be deployed in diverse environments, including
legacy systems and resource-constrained platforms, where implementing miti-
gation strategies may be impractical. For instance, ROP mitigation mechanisms
that stop the execution of the program when a control flow integrity violation is
detected cannot be used in industrial environments where the availability of the
functionality and services provided by the program may be a critical require-
ment. A pure detection-based defense can also tolerate false positives – inherent
in anomaly detection mechanisms – better, as they do not necessarily lead to
invoking defense mechanisms, which may interfere with critical operations, erro-
neously. Additionally, detection techniques can complement existing mitigation
strategies, adding an extra layer of security against ROP attacks, and can be
categorized based on three key aspects: implementation level, hardware reliance,
and detection focus.

3.1 Implementation Level

ROP defenses can be categorized by their implementation level: hardware-based
approaches, execution environment modifications, and application-level instru-
mentation.

Hardware-based approaches provide efficient and low-overhead solutions
for detecting ROP attacks. CFI enforcement techniques, such as those proposed
in [8] and [11], enhance security by ensuring that program execution adheres
to a predefined legitimate control flow. The integration of dedicated monitoring
hardware, as demonstrated in [18], enables real-time detection of anomalous
control flow patterns with minimal performance overhead. Similarly, lightweight
hardware-assisted solutions, such as those in [1], leverage architectural extensions
to detect and prevent code reuse attacks effectively. For ARM-based systems,
approaches like [17] and [23] introduce architectural enhancements to strengthen
defenses against ROP attacks without imposing high computational costs.

Detection mechanisms at the execution environment level, including OS
modules and hypervisors, employ various approaches to identify ROP attacks.
Static analysis techniques, such as those in [26,30,32,33], analyze code structure
and linkability to detect ROP chains before execution. Machine learning-based
methods, including [10,19], and [36], improve detection accuracy by learning
program characteristics and identifying anomalous execution patterns. Runtime
monitoring techniques, such as [5,22,24], and [25] leverage performance counters
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and branch tracing to detect deviations in control flow. Additionally, hypervisor-
based solutions like [13] create an isolated execution environment, enforcing secu-
rity policies and detecting attacks without risking the protected system. PROPS,
presented in this work, operates at the execution environment level through a
Linux kernel module without modifying the target application.

Beyond the execution environment, detection mechanisms can also be im-
plemented by instrumenting the target application. Binary patching tech-
niques, as demonstrated in [9], [12], and [18], modify the application’s binary code
to embed detection logic that monitors CFI at runtime. While compile-time and
source code-based approaches also fall under application instrumentation, they
are primarily designed for mitigation rather than detection.

3.2 Hardware Reliance

ROP detection techniques vary in their reliance on hardware features, ranging
from exotic and specialized hardware components to common architectural ca-
pabilities and purely software-based methods.

Some approaches leverage dedicated hardware components to enhance
security and minimize performance overhead. For instance, [18] proposes an
ARM-based SoC integration of the ROP monitoring system, enabling real-time
attack detection with minimal system disruption. Similarly, [1] introduces a
lightweight hardware-assisted scheme for securing embedded systems against
code reuse attacks, reducing reliance on software-based defenses. In [11], a spe-
cialized control flow monitoring mechanism is employed to protect embedded sys-
tems, providing robust defenses against control flow hijacking without significant
performance degradation. These methods utilize custom hardware modifications
to enforce stricter security policies against ROP attacks.

Several techniques exploit widely available hardware features such as
performance monitoring counters, branch tracing, and microarchitectural prop-
erties for ROP detection. Statistical learning-based detection methods, such as
[10] and [36], utilize program execution characteristics to identify anomalies as-
sociated with ROP payloads. Approaches like [5] and [24] employ branch tracing
mechanisms, including Last Branch Record (LBR), to track control flow devi-
ations in real-time. Hardware Performance Counters (HPCs) are leveraged in
[35] and [40] to detect signature-based and performance anomaly-driven indi-
cators of ROP attacks. Additionally, [17] and [23] introduce metadata-driven
and architectural refinements in ARM-based multiprocessors to strengthen de-
fenses without excessive computational overhead. Other works utilize lightweight
hardware-based runtime integrity checking to prevent exploitation in embedded
and constrained environments [13,22]. These methods offer effective and practi-
cal ROP detection by leveraging hardware features commonly found in modern
processors.

Software-based ROP detection techniques focus on static and dynamic
analysis without relying on hardware support. Static analysis-based methods,
including [30], [32], and [33], detect ROP gadgets by analyzing binary code struc-
tures and linkability patterns. Machine learning-based approaches learn attack
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patterns from training data without depending on any hardware-specific fea-
tures [19]. Runtime software instrumentation techniques, like those in [9] and
[12], modify application binaries to enforce CFI. Similarly, speculative execution
techniques in [26] attempt to detect ROP payloads without relying on architec-
tural counters or tracing mechanisms. PROPS also operates purely in software,
using kernel-level stack monitoring and PCA-based anomaly detection to iden-
tify ROP payloads without requiring specialized hardware features, performance
counters, or architectural extensions.

3.3 Detection Focus

ROP detection mechanisms vary in their focus, targeting different artifacts and
behaviors associated with ROP attacks. These methods can be broadly catego-
rized into payload detection, control flow monitoring, side-channel analysis, and
detection based on other artifacts.

Payload-focused techniques aim to identify ROP payloads by analyzing
memory regions for suspicious patterns, such as chained return addresses or
code pointers in data segments. Static analysis-based methods, including [30,32]
and [33], utilize structural analysis and linkability evaluation to identify ROP
gadgets before execution. [26] proposes a speculative execution-based approach
to detect ROP payloads dynamically, while [13] introduces a hypervisor-based
solution. Network-level payload detection, as demonstrated in [31], extends the
scope of ROP detection beyond individual systems by analyzing network traf-
fic for payload signatures [14]. Additionally, machine learning-based techniques
train models to recognize previously unseen payloads through deep neural net-
works or data stream analysis, as demonstrated by DeepReturn [19] and Horus
[37]. PROPS uses this payload-focused approach by analyzing stack content at
vulnerable function return points, using PCA to detect anomalies in stack struc-
ture that indicate the presence of ROP chains.

Control flow-based approaches aim to detect deviations from expected
execution patterns, focusing on maintaining execution integrity. Shadow stack-
based methods, such as [9], track return addresses to prevent hijacked control
flow redirections. Fine-grained CFI solutions, including [8,11], and [39], enforce
strict execution constraints to detect and mitigate runtime memory attacks.
ARM-based solutions like [17] and [18] incorporate monitoring IPs to enforce
CFI at the hardware level, while [1] and [23] introduce lightweight metadata-
driven mechanisms to secure embedded systems. Additionally, runtime integrity
checking techniques, such as [12] and [22], continuously monitor execution flow
to detect unauthorized control flow modifications.

Some detection methods utilize hardware artifacts, such as branch history,
memory access patterns, and performance counters, to identify ROP attacks.
Statistical learning-based methods, like [10], leverage program execution char-
acteristics such as memory locality, register traffic, and memory reuse distance
to detect anomalies associated with ROP execution. Techniques in [7] and [36]
use HPCs to monitor execution for patterns indicative of control flow hijacking.
Branch tracing mechanisms, such as LBR, are employed in [5] and [24] to track
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indirect branches and detect unusual control flow transitions. Signature-based
approaches analyze HPC-based signatures to recognize known ROP attack pat-
terns, including [35] and [40]. Additionally, [16] and [25] propose methods that
utilize instruction trace data and branch records to enhance ROP detection pre-
cision.

4 Design

In this section, we present the design of PROPS, our ROP detection approach,
which relies on the observation that ROP payloads manifest as distinct anoma-
lies in stack memory. In typical exploitation scenarios, the attacker’s payload is
injected into the stack, and the attack is triggered at precisely defined control-
transfer points, most notably at pop pc instructions on ARM platforms, where
the program counter is loaded directly from stack data. By monitoring the stack
at these critical moments, we can treat ROP behavior as deviations from the
statistical and structural properties of clean stack content.

Our overall system architecture, shown in Figure 2, illustrates the flow from
clean stack collection and feature extraction to model training and runtime detec-
tion. The following subsections detail our feature extraction strategy, the train-
ing of our model on benign stack samples, and the runtime detection mechanism
used to identify ROP payloads. Details on clean stack collection are provided in
Subsection 6.1.

Fig. 2. Overview of PROPS. In the training phase, we collect executables together
with clean stack contents and their corresponding memory mappings, apply feature
extraction, and fit a PCA model. The model is then deployed to the embedded device.
At runtime, the device invokes feature extraction whenever a pop pc instruction is
executed by the monitored process, feeds the resulting feature vector into the model,
and classifies the event as either clean or ROP.

4.1 Feature Extraction

A ROP attack begins when a vulnerable function returns, using attacker-controlled
stack data as the return address to redirect control flow. At the moment of this
return, the ROP payload is already positioned at the top of the stack, with



10 J. Sándor et al.

subsequent gadget addresses arranged to form the chain. When the function ex-
ecutes a pop pc instruction, the program counter is overwritten with the first
gadget address, initiating the ROP chain. To analyze this critical boundary, we
examine the state of the stack immediately before the pop pc executes, focusing
on the semantic meaning of the values that will guide subsequent control flow.

Raw 32-bit stack values provide little discriminative information on their own.
We therefore perform feature extraction to capture the semantic characteristics
of words on the stack. On ARMv7, addresses are 4-byte aligned, allowing each
32-bit word to be interpreted as a potential pointer. Because ARM and Thumb
modes differ in instruction width, we analyze either a 40-byte or 20-byte window
from the target address. The least significant bit of the address determines the
execution mode, and each window corresponds to roughly ten instructions. This
provides a mode-robust view of the region referenced by the stack.

For classification, we examine the first 32 words on the stack and assign each
a semantic label according to the nature of the region it references. The label set
consists of ten categories designed to identify attacker intent, memory semantics,
and control-flow–relevant behavior:

1. F: points to a libc function;
2. S: points to a string literal;
3. N: disassembly encounters an invalid instruction;
4. !: disassembly encounters an svc instruction (supervisor call);
5. G: disassembly encounters a pop {..., pc} instruction;
6. J: disassembly encounters a branch-to-register instruction;
7. X: valid executable region not matching any special case above;
8. W: points to a writable (but not executable) memory region;
9. R: points to a readable (but not writable or executable) region;

10. ?: address does not correspond to any mapped memory region.

This transformation abstracts away concrete addresses and produces a sym-
bolic representation of the stack from the ROP perspective. The resulting label
sequence characterizes the structural and semantic properties of the potential
payload, enabling reliable discrimination between benign and malicious stack
states. The approach remains effective under variations in ASLR, compiler out-
put, and concrete memory layout.

4.2 Training Phase

Designing heuristic rules to characterize clean stack behavior proves impracti-
cal because labels that might indicate ROP activity (G, J, !, F) also occur
naturally in benign execution. Instead, we adopt a systematic machine learn-
ing approach that learns the complete distributional patterns of legitimate stack
content. In the training phase, we construct a model that learns exclusively
from features extracted from clean stack content. This follows a semi-supervised
learning paradigm in which the model is exposed only to benign samples and
must internalize the structural and statistical properties of legitimate execution
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contexts. By training solely on clean stack semantics, the model develops a rep-
resentation of normal behavior, enabling it to detect deviations introduced by
ROP payloads during inference.

To capture these structural patterns, we employ PCA, a dimensionality re-
duction technique that identifies the principal components (directions of maxi-
mum variance) in the training data. PCA transforms the high-dimensional stack
feature vectors into a lower-dimensional subspace that preserves the most signif-
icant variation observed in benign execution. During detection, we project new
stack samples into this learned subspace and reconstruct them back to the orig-
inal feature space. The reconstruction error (the difference between the original
sample and its reconstruction) serves as an anomaly score: benign samples that
conform to learned patterns exhibit low reconstruction error, while ROP pay-
loads, which deviate from normal stack structure, produce significantly higher
errors.

After training, we determine a detection threshold by evaluating the model on
the clean training set and computing the empirical distribution of reconstruction
errors. The threshold is selected to achieve an acceptable balance between false
positives and false negatives by choosing an appropriate quantile of this error
distribution. Once the threshold is established, we deploy the trained PCA model
together with its detection threshold to the embedded device.

4.3 Runtime Inference

At runtime, the embedded device hosts the fitted PCA model together with the
corresponding detection threshold determined during the training phase. Lever-
aging prior knowledge of software vulnerabilities (e.g., from CVE databases),
PROPS monitors only the return points of vulnerable functions rather than all
function returns in the system. Specifically, we configure the detection mecha-
nism to activate exclusively at the pop pc instructions corresponding to known
(or potentially) vulnerable functions. This targeted approach significantly re-
duces runtime overhead while focusing detection on the specific locations where
ROP exploitation is most likely to occur.

When execution reaches a monitored address, the system collects the nec-
essary stack data required for feature extraction. The system applies the same
feature extraction procedure used during training to derive the semantic feature
sequence from the top of the stack. This feature vector captures the structural
patterns present at the point of potential exploitation. This feature vector is
then passed to the deployed PCA model for anomaly detection.

The model projects the feature vector into the learned subspace defined by
the principal components and reconstructs it back to the original feature space.
The reconstruction error quantifies how closely the current stack state resembles
the benign patterns learned during training. This reconstruction error serves as
an anomaly score: if the error falls below the predefined threshold, the stack
state is classified as clean and execution continues normally; if the error exceeds
the threshold, the system flags the event as a potential ROP attack and triggers
the appropriate response (e.g., logging, alerting, or terminating execution).
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5 Implementation

In this section, we describe the implementation details of PROPS. We begin by
explaining our data collection mechanism for capturing stack snapshots at mon-
itored points. We then present the practical heuristics employed in our feature
extraction method to derive semantic representations from raw stack content.
Finally, we detail the specific PCA configuration and parameters used for ROP
detection.

5.1 Triggering Mechanism and Data Collection

Our solution must be able to stop the execution of any userspace process at any
given point, read the content of its stack (and other memory regions), and access
information about the memory mappings of the process. This functionality can
be easily implemented using a debugger; however, making sure that all processes
that must be monitored are run by a debugger, or debugged by another process,
presents integration, performance, and security issues. To avoid these obstacles,
we chose another mechanism to implement our solution, called uprobes.

Uprobes are a tracing functionality of the Linux kernel1, which allows placing
probes at arbitrary addresses of any userspace application. Uprobes are typically
used together with eBPF, which allows loading code into the kernel memory,
which is triggered when execution reaches the probes. eBPF code, however, has
limited access to the kernel memory; for example, accessing information about
the memory mapping of the process is prohibited. To overcome these limitations,
we implemented our solution in the form of a Loadable Kernel Module that can
be loaded into the kernel anytime and has complete access to kernel memory.

When loaded, our kernel module receives the executable file name and target
addresses as parameters. Whenever the specified executable runs, probes are
placed at the designated addresses. Whenever a probe is reached, execution
is transferred to our uprobe handler function, which collects data about the
current state of the process. We collect the top 32 words of the stack content,
try to interpret each of them as pointers, save 40 bytes of data from the pointed
location, and record the current memory mappings of the process. When data
collection is finished, the execution of the application can continue.

In order to integrate this kernel module with the inference system, we use
ioctl. This is a mechanism of the Linux kernel that allows the transfer of com-
plicated data structures between the user and kernelspace. Our kernel module
creates a character device file that a userspace process can read. Whenever a read
operation happens, it blocks until there is data to be passed to the userspace.
When the handler function finishes data collection, it notifies the process that

1 Our implementation is Linux-specific, though the detection methodology could be
ported to other operating systems with similar tracing capabilities. Importantly,
Linux is widely deployed in the legacy embedded systems targeted by PROPS, mak-
ing this implementation choice highly relevant.
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tries to read the device file, data is passed to the userspace, and feature ex-
traction and inference can begin. In the meantime, the monitored application
continues its execution, so it is blocked only while data is collected.

5.2 Heuristics of Feature Extraction

Our feature extraction process incorporates several practical heuristics that re-
flect the characteristics of ARM-based ROP payloads. First, when identifying
strings referenced from the stack, we classify an address as pointing to a string if
it resolves to a sequence of at least four consecutive printable ASCII characters
terminated by a null byte. This constraint reduces false positives arising from
incidental byte patterns that resemble text.

Second, when examining executable regions, we heuristically disassemble a
fixed-length window of up to ten instructions. This length is more than sufficient
for characterizing ROP gadgets, as such gadgets typically contain only a few
instructions and rarely exceed a length of two to six instructions [29]. The 10-
instruction window, therefore, provides sufficient context to determine whether
the target address corresponds to a valid gadget while still keeping the analysis
computationally lightweight.

Finally, we use a feature vector consisting of the first 32 stack words inter-
preted as potential addresses. This choice is informed by the fact that addresses
on 32-bit ARM systems are 4-byte aligned, and real-world ROP chains are typ-
ically much shorter than 32 entries. As a result, a 32-element feature vector
captures the full structure of most payloads while maintaining a compact and
fixed-size representation suitable for machine learning models.

5.3 PCA-Based Anomaly Detection

To enable PCA-based anomaly detection, we first transform the extracted se-
mantic features into a numerical representation suitable for statistical analysis.
Each feature vector consists of 32 categorical labels (one per stack word), where
each label can take one of 10 possible values corresponding to the semantic
categories identified during feature extraction. We apply one-hot encoding to
convert these categorical labels into binary vectors: each of the 32 positions is
expanded into a 10-dimensional binary vector with exactly one element set to 1
(indicating the active category) and the remaining are set to 0. This yields a
320-dimensional feature vector that captures the complete semantic structure of
the stack snapshot in a suitable format for PCA.

We fit the PCA model exclusively on feature vectors extracted from clean, be-
nign execution traces. The fitting process computes the covariance matrix of the
320-dimensional training vectors and performs eigen decomposition to identify
the principal components. These are the orthogonal directions that capture the
greatest variance in the benign data. Since benign stack patterns exhibit inher-
ent structure and regularity (e.g., consistent arrangements of return addresses,
frame pointers, and local variables), the top principal components effectively en-
code these normal execution patterns. Lower-variance components, by contrast,
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primarily capture noise and minor variations that are less informative for distin-
guishing benign from malicious behavior. Through hyperparameter search, we
determined that retaining the top 207 principal components out of 320 achieves
optimal detection performance. These 207 components collectively explain 99.6%
of the variance observed in benign stacks, while discarding the remaining 113
components, which contribute minimal information and may introduce sensitiv-
ity to noise.

At runtime, we project each incoming 320-dimensional feature vector into
the 207-dimensional PCA subspace and reconstruct it back to the original 320-
dimensional space. The reconstruction error, computed as the mean squared
error between the original feature vector and its reconstruction, serves as the
anomaly score. Benign samples that conform to learned patterns exhibit low re-
construction errors, as their structure is well-represented by the principal com-
ponents. ROP payloads, which introduce anomalous gadget chains and deviate
from normal stack semantics, produce significantly higher reconstruction errors
that fall outside the benign distribution. To establish a detection threshold, we
compute the reconstruction errors for all samples in the clean training set and set
the threshold at the 98th percentile of this error distribution. This configuration
ensures that 98% of benign samples are correctly classified as clean while main-
taining sensitivity to anomalous patterns. The choice of the 98th percentile was
determined through hyperparameter search to balance false positive and false
negative rates on our test set. Samples with reconstruction errors exceeding this
threshold are flagged as potential ROP attacks.

6 Evaluation

To evaluate our approach, we first constructed a dataset that captures both clean
execution behavior and realistic ROP attack traces by combining feature vectors
as described in Subsection 6.3. Using this dataset, we assessed the detection
performance of our PCA model, which is trained offline. The trained model is
then installed on our testbed device, a Raspberry Pi3 Model B (RPI3) running
the 32-bit version of Raspberry Pi OS Lite. Finally, we measured the runtime
performance overhead of our detection method on the RPI3.

6.1 Clean Stack Collection

To fit the PCA model, we require a large and diverse corpus of clean stack
samples. Since the model is exposed exclusively to benign stack content during
training, the quality and variety of these samples directly influence its ability to
learn the structural properties of non-malicious execution.

Our data collection procedure targets all executable binaries present on the
RPI3 system, totaling approximately 900 programs. For each binary, we identi-
fied all pop pc instructions (where a ROP attack could potentially begin) and
placed breakpoints at these locations. Each program is then executed under
GNU Debugger (GDB). To capture the complete runtime memory context, we
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generated a full memory dump once the program reaches its main() function, at
which point all relevant libraries are typically loaded. Additionally, every time a
breakpoint was hit, we extracted 128 bytes from the top of the stack, represent-
ing both the region from which a legitimate return address would normally be
fetched and the location where a ROP payload would be injected during an at-
tack. This procedure yielded roughly 400,000 stack snapshots, of which 290,000
are unique at the binary level. After applying the feature extraction method
described in Section 4.1, we obtained approximately 22,000 unique clean feature
vectors that form the basis for fitting the PCA model.

6.2 ROP Chain Generation

Constructing a representative ROP test dataset is a known challenge, as noted
in prior works [34]. To generate realistic and diverse ROP payloads, we rely on
the Angrop tool [38]. The output of which we validated using a small custom
vulnerable program to ensure that the generated chains execute correctly and
have the expected effect on our ARM32 platform. For our evaluation, we selected
60 commonly used programs and used Angrop to generate ROP chains that
correspond to three typical attacker objectives: spawning a shell, creating a new
executable memory region, and making the stack executable. For each objective,
we attempted to generate chains using four different methods, which involve
calling:

1. functions (system, mmap, mprotect) using gadgets from libc,
2. functions (system, mmap, mprotect) using gadgets from the target program,
3. system calls using gadgets from libc,
4. system calls using gadgets from the target program.

Because ARM binaries may contain both ARM and Thumb-mode code, we
generated each chain in both instruction-set modes whenever possible. Across all
combinations of programs, goals, methods, and modes, Angrop produced a total
of 1,234 ROP payloads, of which 828 were unique. After applying our feature
extraction procedure, we obtained 284 unique ROP feature vectors. Not all cases
yielded chains, as Angrop is unable to generate valid ROP payloads for certain
binaries or objectives.

6.3 Detection Performance

To evaluate the effectiveness of our approach, we combined clean and ROP fea-
ture vectors in a manner that reflects realistic runtime conditions. For each clean
feature vector, we insert a ROP feature vector at the stack position correspond-
ing to the instruction at which the clean snapshot was captured. For example,
if the triggering instruction is pop {r4, r5, r6, pc}, the correct offset is 3,
ensuring that the first gadget address appears at the slot that would be popped
into the program counter.

We split the clean dataset into 80% for training (17,600 samples) and 20%
for testing (4,400 samples). To ensure robustness, we performed repeated K-fold
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cross-validation across all experiments (5 splits, 2 repeats). For ROP evaluation
samples, we ensured that the clean feature vectors into which ROP payloads were
inserted were never part of the training set, preventing data leakage. This re-
sulted in more ROP feature vectors than clean samples, so we randomly selected
4,400 ROP features to balance the test set.

The receiver operating characteristic (ROC) curve for one representative fold
is shown in Figure 3a. Across all folds, the PCA model achieved an average
area under the curve (AUC) of 0.9868. We determined the operational detection
threshold as the 98th percentile of reconstruction errors observed in the clean
training set. Using this threshold, our model achieved an average detection ac-
curacy of 98.24%, along with 97.16% precision, 99.38% recall, and a 98.26%
F1-score, as shown in Figure 3b. Performance remained consistently high across
all test folds.

(a) ROC curve and AUC of PROPS (b) Cross-validation metrics of PROPS

Fig. 3. The left subfigure shows that lowering the detection threshold increases the true
positive rate but also raises the false positive rate. Our evaluation used a threshold set
at the 98th percentile of reconstruction errors observed on the training set, which
achieved the balance reflected in the performance metrics. The boxplots in the right
subfigure show the distribution of accuracy, precision, recall, and F1-score across all
cross-validation folds.

6.4 Runtime Performance

The runtime overhead of PROPS is determined by the time the monitored pro-
cess spends blocked during kernel module data collection triggered by the placed
uprobes. Once data collection completes, the process resumes execution while
feature extraction and PCA inference occur asynchronously in userspace via the
ioctl interface. Thus, the overhead perceived by the application consists only
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of the data collection phase within the kernel module. The processing time for
data collection is largely constant per invocation, except for the variable cost
of traversing the process’s memory mappings, which depends on the number
of memory regions allocated by the program. The frequency of kernel module
interrupts depends on both the program being monitored and its execution ar-
guments, as these factors determine how often the monitored return points are
reached during execution. In practice, the blocking time per invocation is mini-
mal: the kernel module completes data collection in a mean of 53 µs, with 95%
of invocations under 106 µs (based on the handler invocations across the test
programs evaluated in the following paragraph).

To evaluate overall runtime performance, we measured the overhead of PROPS
on 60 common utility programs from /usr/bin/. For each program, we estab-
lished a baseline execution time by running it 100 times without uprobes and
computing the average. We then placed 1, 3, 6, and 12 uprobes at different ad-
dresses and measured the resulting overhead. All measurements were performed
using the perf tool, with each configuration executed 100 times to obtain reli-
able averages. Table 1 presents the detailed results, showing baseline execution
times and percentage overhead for each uprobe configuration.

Table 1. Runtime overhead of PROPS with varying numbers (1, 3, 6, 12) of monitored
uprobes. Baseline shows average execution time in milliseconds; overhead columns show
percentage increase relative to baseline. The dash (–) indicates the program does not
have the specified number of reached uprobes.

Program Base. 1up. 3up. 6up. 12up. Program Base. 1up. 3up. 6up. 12up.
name (ms) (%) (%) (%) (%) name (ms) (%) (%) (%) (%)
base64 4.67 -19.95 -16.62 1.06 – ln 3.85 8.71 9.76 53.96 –
cat 3.54 4.82 10.26 15.68 – make 6.06 -24.33 -23.17 -20.57 -7.41
chmod 4.48 -15.35 -12.56 -8.95 2.16 md5sum 3.60 5.72 9.12 11.68 274.36
chown 3.91 6.40 7.35 22.65 30.68 mkdir 5.33 16.64 7.65 4.09 –
clear 3.99 5.18 8.46 – – mv 5.96 152.74 8.69 172.80 29.19
cp 8.78 -9.96 -8.53 -8.28 -2.53 pgrep 51.86 0.04 1.87 1.92 –
cpio 4.27 40.27 35.33 15.46 25.82 ping 7.67 0.49 2.76 7.92 1339.64
curl 52.50 5.00 5.95 4.86 5.53 printf 3.38 8.42 13.90 28.90 –
cut 4.50 -15.68 -6.27 -9.79 7.48 ps 42.41 -1.38 1.44 -0.48 1.48
date 4.79 -18.76 -13.82 11.55 -2.69 rm 4.33 -1.93 10.71 12.61 73.96
dd 243.44 1.40 26.76 27.86 92.12 scp 6256.87 -0.76 -0.68 -0.98 -0.97
df 4.95 6.68 16.52 31.75 35.74 sed 4.87 6.67 10.24 1491.05 24.50
diff 5.19 7.14 17.46 13.30 22.02 sftp 6185.63 0.23 0.28 0.59 0.42
du 67.94 -0.69 0.59 0.47 1.20 sha256sum 4.85 -23.11 -20.58 -13.21 -5.82
echo 4.66 -20.94 8.02 9.64 – sleep 4.97 -21.16 -18.73 – –
env 3.52 8.62 13.05 23.65 – sort 4.94 -18.05 11.26 -8.45 -2.64
expr 5.03 -16.80 -13.93 -10.77 -4.82 ssh 6170.44 0.13 0.21 0.35 0.12
false 3.07 4.91 – – – tail 3.70 7.89 11.33 24.88 26.48
find 26.20 -1.86 -3.08 -2.71 -0.85 tar 9.98 76.24 -15.33 852.91 -15.40
free 9.78 -18.73 -4.51 -1.17 – test 3.47 10.02 11.59 16.88 –
gawk 10.10 -12.98 -13.03 -14.17 -9.53 top 216.93 -1.83 -0.67 0.62 -2.22
git 16.25 -1.51 2.53 1.04 6.95 touch 4.80 -21.56 -19.20 4.08 –
grep 4.71 26.51 7.11 11.96 18.09 true 4.06 -21.12 – – –
head 4.88 -17.62 -16.84 -8.59 -6.57 uniq 3.64 7.99 11.64 42.03 62.00
hostname 3.23 2.27 10.06 – – unzip 7.43 4.52 7.67 20.65 10.18
id 8.13 -18.54 -0.78 -3.86 – uptime 7.41 2.37 8.83 – –
less 7.30 18.34 2.93 0.90 11.29 wc 3.60 4.52 8.05 14.40 25.14
link 4.25 21.57 16.25 5.94 – wget 57.42 -36.16 -35.03 -19.99 598.94
ls 6.29 5.70 10.82 12.70 22.13 whoami 3.81 7.68 15.47 15.65 –
lsblk 15.72 1.55 1.51 5.41 8.64 zip 9.05 -5.42 -1.82 3.14 13.11
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Monitoring a single return point introduces an average overhead of just
2.02%, which remains nearly unchanged at 2.04% with 3 uprobes. Overhead
grows more substantially with 6 uprobes (53.06%) and 12 uprobes (67.07%).
However, these averages mask significant variation in individual program perfor-
mance. Short-lived utilities with fast baseline execution times (e.g., cat, clear,
or cpio) show higher percentage overheads because the fixed cost of data collec-
tion dominates their total runtime. Conversely, long-running programs with sub-
stantial computation between return points (e.g., ssh with 6170.44 ms baseline)
show minimal overhead even with 12 uprobes. Some programs exhibit negative
overhead values, indicating that instrumented runs occasionally completed faster
than baseline measurements. These values fall within measurement noise and re-
flect the inherent variance in timing short executions, as well as fluctuations in
system load between measurement runs.

Nevertheless, these results validate PROPS’s precision monitoring approach:
the system achieves low overhead when monitoring 1-3 function return points.
Targeting only critical vulnerable functions, rather than comprehensive system-
wide monitoring, is essential for practical deployment.

7 Discussion

While PROPS effectively detects ROP attacks on legacy ARM platforms, it has
some limitations and practical considerations that merit discussion.

Detection vs. Prevention. PROPS focuses on detection rather than active
prevention. If an attacker successfully escalates privileges to root before detection
occurs, they could disable the detector entirely. This limitation is inherent to
monitoring-based approaches and highlights the importance of complementary
defensive measures.

Linear Disassembly Trade-offs. Our linear disassembly approach priori-
tizes speed over comprehensiveness, resulting in three related blind spots. First,
gadgets containing backward jump instructions are misclassified as generic exe-
cutable code (X) rather than explicit gadgets (G or J), since our disassembler
does not follow the true control flow. Second, stack pivoting attacks are only
partially visible: we capture the initial pivot gadget address, but subsequent
chain execution in a different memory region remains undetected. Third, Jump-
Oriented Programming (JOP) attacks, which replace traditional pop pc chain-
ing with a dispatcher-based execution model using indirect branches like bx reg
or blx reg, are only detectable during their initialization phase. Once the dis-
patcher begins invoking functional gadgets from an attacker-controlled table in a
separate memory region (see [3] for detailed JOP mechanics), the execution chain
becomes invisible to PROPS. More sophisticated disassembly techniques, such as
symbolic execution, could address these limitations. However, such approaches
would significantly increase analysis complexity and runtime overhead, under-
mining our core design goal of practical deployability on resource-constrained
legacy systems. Our current method favors speed and simplicity while still effec-
tively defending against the most common ROP attack vectors.
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Deployment Considerations. Effective deployment of PROPS requires
careful uprobe placement. Monitoring every pop pc instruction would provide
complete coverage but introduces prohibitive overhead. Instead, PROPS achieves
practical performance by monitoring only the return points of known (or poten-
tially) vulnerable functions, identified through CVE analysis or vulnerability
assessments. This precision monitoring approach enables operators to protect
legacy systems without patching vulnerabilities or understanding their imple-
mentation details. This is particularly valuable in critical infrastructure environ-
ments where updates are operationally infeasible due to uptime requirements,
certification constraints, or vendor support limitations.

PROPS has been evaluated primarily using artificially generated ROP chains
to systematically assess detection capabilities across diverse gadget patterns.
Future work will validate PROPS against real-world exploits and measure its
actual runtime overhead on the corresponding vulnerable programs.

8 Conclusion

We presented PROPS, a novel ROP detection mechanism for legacy ARM sys-
tems that combines stack content analysis with PCA-based anomaly detection.
By learning exclusively from benign stack patterns, PROPS effectively iden-
tifies ROP attacks without requiring attack-specific signatures. Our approach
addresses a critical gap in the security of 32-bit ARMv7 and older platforms,
where modern hardware defenses like PAC and BTI are unavailable. By lever-
aging Linux kernel uprobes and monitoring only the return points of known
(or potentially) vulnerable functions, PROPS provides a deployable solution for
embedded systems where patching is operationally infeasible. Our evaluation
demonstrates that PROPS achieves 98.24% detection accuracy while maintain-
ing practical runtime overhead.
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