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Abstract—IEC 60870-5-104 is a widely used protocol for
telecontrol in European power systems. However, security was
not a design goal when it was originally published: This protocol
lacks built-in security features such as encryption, integrity
protection, or authentication. In this paper, we describe novel
types of attacks against the protocol in a holistic way. Therefore,
we also enumerate the possible entry points of the threat actors
and demonstrate a new technique, where the malicious actor
can precisely target the attack. These methods are demonstrated
both on simulated environment and actual devices and compared
with already published methods.

Index Terms—IEC 60870-5-104, Attack, Security, Power sys-
tem

I. INTRODUCTION

As power systems became more interconnected and increas-
ingly complex, the operation of it started to rely more and
more on automation, remote sensing and control in favor of
efficiency and reliability. This escalated to a point where the
usage of information and communication technologies (ICT)
became an essential part of power system operation; today’s
large power systems are already unable to function properly
without ICT. Thus, it is a cyber-physical system where the pro-
cess of physical power transmission and distribution is closely
intertwined with communication. Since power systems have
their own special needs, some industry specific communication
protocols exist. One of these is IEC 60870-5 series standard,
and its companion standard IEC 60870-5-104 [1] for TCP/IP
based communication (abbreviated as IEC 104 further on). It
was designed to transmit timestamped counters, measurement
values, status signals and control commands or set-points
and is widely used in some countries for SCADA control
centers handling the operation of the power system; both on
transmission and distribution levels. Cyber security was not a
priority at the early days of power system digitization - and so
core IEC 104 standard is lacking security measures. A security
extension is given for 60870-5 based protocols in IEC 62351
[2] series standard incorporating - among others - standard
TCP/IP security measures. Subsequently, supplemental infor-
mation on implementation is now part of the IEC 60870-5
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series (60870-5-7). However, two main challenges hinder the
universal use of the more secure version.

o First, it requires hardware level support.

— Several legacy equipment and software component
exist due to the long life cycle that is usual in power
systems.

— Legacy support means coexistence of insecure and
secure versions of IEC 104.

o The second challenging factor is increased complexity
regarding a number of factors.

— Installation and maintenance of more secure systems
means increased effort, for example: managing role
based access, certificate authorities, keys, etc.

— Monitoring and validating traffic on the network
becomes less straightforward and more time/resource
consuming.

— Debugging and investigation of malfunction becomes
a multi level task.

— The communication itself becomes more resource
intensive - it involves overhead and so introduces
latency and heavier network load.

But even in a fully IEC 62351 compliant system, security
measures can still have vulnerabilities, which exposes the core
IEC 104 communication flow. The newer, paradigm changing
IEC 61850 series standard is currently still more focused on
substations than control centers; even some guideline exist in
the IEC 61850 series how to map objects to other lower level
communication protocols for usage beyond substations, like
IEC 104.

Summing the above, IEC 104 will remain in operation for
the coming years. It is mainly used between remote terminal
units (RTU) and supervisory control and data acquisition
(SCADA) systems. Since it is based on TCP/IP, an ICT
infrastructure is needed, that is generally multipurpose and
handles other types of traffic (e.g. remote access, configuration,
network monitoring, etc.). At the same time, the SCADA
system itself can be even geographically spread out; it is usual
that the backup system is located at a different site.

The last few years showed that well resourced and sophisti-
cated, power system targeted attacks can happen, like the two
Ukrainian attacks in 2015 and 2016 [3], [4]. The case with
SolarWinds [5], or log4j [6] pointed out that no system or
component of a system can be considered completely secure as
a vulnerability may be introduced by third party components.
Even the communication provider of critical services can
be attacked as we have seen recently in Portugal [7]. [8]
shows a comprehensive survey of the topic. Compromising
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even part of a power system’s IEC 104 communication could
give substantial control to an attacker. All this makes the
cybersecurity investigation of IEC 104 based communication
flow a current research topic.

The focus of the research was put on the creation of a
comprehensive attack scenario against a system using IEC
60870-5-104. To do so we:

1) enumerated the possible attack surfaces, where the attack

can begin,

2) created a new, sophisticated way of packet injection into
a live connection,

3) proposed how the communication nodes could be iden-
tified with open-source intelligence (OSINT) and other
data by the adversary.

Furthermore, we demonstrated the effective use of the
proposed packet injection attack on both simulated and real
equipment.

The remainder of the paper is structured in the following
way: We give a short overview of IEC 104 for the reader’s
convenience in Section II and discuss the related work after-
wards. In Section IV we give an overview of possible entry
points of an attack in case of power systems. The known
and proposed new attacks against IEC 104 are described in
details in Section V. The problem and a promising solution of
precisely targeting such an attack is analysed in Section VI.
Finally we conclude our paper in Section VII.

II. OVERVIEW OF THE IEC 60870-5-104 PROTOCOL

The IEC 60870-5-104 (IEC 104) is part of the IEC-60870
protocol family and is widely used for power systems in
Europe (DNP3 is more widely used for the same purpose in
North America). IEC 104 defines network access using TCP
for IEC 60870-5-101.

The IEC 104 messages (Application Protocol Data Unit,
APDU) are divided into two parts:

o APCI (Application Protocol Control Information) - Mes-

sage header

o ASDU (Application Service Data Unit) - Message body

An APDU can contain a single APCI or an APCI and an
ASDU. Generally, the length of the APCI is 6 bytes. In the
remainder of this section, we will introduce the basics (from
our point of view) of IEC 104 APDUs. These basics are
necessary to understand why and how does some protocol-
specific attacks operate. An in-depth analysis of IEC 104 was
published in [9], which describes the protocol in more detail
from every aspect.

A. Application Protocol Control Information

Each APCI (Application Protocol Control Information)
starts with a start byte with value 0x68, followed by the 8-bit
length of APDU (Application Protocol Data Unit) and four
8-bit control fields(CF).

The frame format is determined by the two last bits of the
first control field. The standard defines three frame formats,
I-format, U-format, and S-format. The S and I format stores
the sequence numbers about the messages sent. If this counter
is invalid, then the connection is terminated. Figure 1 shows
the structure of different frames.
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Fig. 1. The frame formats of APCI [9]

B. Application Service Data Unit

The ASDU contains two main sections:

o Data Unit Identifier
« Payload

The ASDU starts with a type of identification, which spec-
ifies the command. It also stores the originator’s address, the
addressee’s address (ASDU address), the information object
address, and the information element (value).

The ASDU and the information object address (I0A) are
used as selectors. The ASDU address is a two-byte long
address field that specifies the recipient device. The IOA is
a three-byte long address, and it determines which objects are
affected by the command.

The operators need to know both the ASDU address and the
IOA to send messages. The ASDU addresses and the IOAs of
the devices are not publicly accessible. The values are assigned
by the architects of the power grid and may differ for each
power grid.

As Figure 2 shows, the ASDU address and the IOA are
used to identify which element is affected by the message.
Even though there are multiple devices with the same 10A,
only one gets the message.

There are 127 different messages used in IEC 104, both
monitoring and control are covered. When a server receives a
command from the client, it responds based on the requests
(acknowledgment for control commands, values of sensors
for monitor commands). Figure 3 shows the structure of the
ASDU.
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Fig. 3. The structure of ASDU [9].

It can be seen from this brief introduction, that this protocol
does not provide any cryptographic protection for the messages
being sent. This property enables different kinds of attacks
described in Section V.

III. RELATED WORK

The IEC-60870 series is a widely researched and used
protocol family, especially the IEC-60870-5-104 (IEC 104)
protocol. Research usually focuses on how the protocol can
be used efficiently, but the security aspects of the protocol are
also studied. Most of the security-oriented research focuses on
anomaly and attack detection in IEC 104 networks [10], [11],
[12], [13], [14].

These detection mechanisms usually rely on deep packet
inspection or data and time correlation. [14] compares different
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learning algorithms for anomaly detection and concludes that
no unsupervised algorithm works perfectly alone. [13] focuses
on detection of denial of service attacks based on machine
learning. The paper shows by experiments that decision trees
are suitable for DoS detection. In [10] shows that in some
cases the Rule Learner classifier algorithm works well. [11]
shows that timing anomalies in IEC 104 traffic can be de-
tected efficiently if the anomaly is persistent or at least one
hour long. Shorter timing anomalies are hard to detect. [12]
proposes a traditional rule based algorithm that can efficiently
detect known attacks. Recent reviews [15], [16] compares the
different machine learning methods for anomaly detection in
SCADA systems. Some of these methods can be used to detect
attacks against the IEC 104 protocol. Apart from the detection,
there is also a paper about hardening of the protocol [17].

Not just the defense side of the topic was researched, but
multiple papers were published about attack vectors, and flaws
in the protocol [18], [19], [20] and against systems that use
IEC 104 [21], [22], [23]. Also, some exciting attack scenarios
against power grid control infrastructure contain steps against
the IEC 104 protocol [24]. During our research, we used the
attacks described in these papers as inspiration. Furthermore,
we tried to make them more sophisticated, and we even came
up with new ideas that can be used in an attack scenario. In the
following, we introduce the most relevant papers and position
our current work.

Multiple flaws and attack vectors are described in [18]
including unauthorized access, denial of service, and man-
in-the-middle (MitM) attacks. As mentioned in the analysis
of the IEC 104 protocol, it does not provide authentication.
Therefore somebody with communication opportunities with
the server can also use the services provided by IEC 104 and
act as a legitimate IEC 104 client. The lack of authentication
can result in devastating attacks because even with little
technical knowledge, an attacker could cause severe harm to
the network.

The authors of [18] tried two different attacks to cause a
denial of service on the IEC 104 server. They tried flooding
the server with commands which can be used to confuse the
operator. The other attack was a TCP SYN DoS attack. The
idea is the same as in a typical SYN DoS attack, they sent
SYN packets to the IEC 104 server, and it responded with
SYN-ACK, which the initiator of the communication did not
handle. Using this attack, they could significantly increase the
hardware and network usage of the device. Because the devices
used in an IEC 104 network usually have minimal hardware
resources, this attack can be efficiently used to cause a denial
of service.

The authors also simulated a MitM attack, where they
achieved the MitM position using ARP poisoning. They
used ettercap' for carrying out ARP poisoning. Furthermore,
ettercap filters were used to isolate and drop every IEC
104 packet, therefore terminating the communication of the
legitimate parties. The authors of [18] used the OpenMUC
implementation of the protocol to demonstrate these attacks.

Uhitps://www.ettercap-project.org/
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A similar ARP poisoning based MitM attack is analysed in
[25].

A good overview of possible attacks can be found in [26]
against the target protocol. The attacks are grouped into re-
connaissance, attacks causing operational failures and attacks
causing denial of service states. The effect of the different
attacks is validated in a Hardware-In-the-Loop (HIL) Digital
Station environment.

In the previous attack scenario, the authors assumed that the
attacker already penetrated the SCADA system. [19] describes
how this penetration can be done and used to inject IEC 104
packets into the system. The paper describes the necessary
steps for a successful attack, like penetration, discovery, and
injection.

From our point of view, the packet injection is an exciting
step, but in that paper, they successfully injected commands to
an IEC 104 server in a new session and not in an established
session. To achieve it, they used a custom made tool to reset
the session of the legitimate party (probably an operator)
and initiated a new connection. Through the freshly built
connection, they could issue IEC 104 commands to the server
and control the grid that way. This kind of attack can be
easily detected contrary to our proposed attack described in
Section V.

A very detailed description of MitM attacks is presented
in [20]. The authors of the paper tried two different attacks
that required MitM position: replay attack and packet mod-
ification attack. In the replay attack, the attacker captured a
packet containing an IEC 104 C_CS_NA_1 and replayed it
without modification. This attack did not work as the sequence
numbers in the TCP header were incorrect, resulting in packet
drop and an alert in the Snort anomaly detection system. The
second attack was more successful than the first one. This
attack starts by waiting for a good message, capturing and
modifying it (dropped the original packet), and forwarding
the modified version. With this attack, they could control the
power grid or cause false alarms for the operators. However,
they needed valid packets to alter them in their own needs.

The authors of [21], [22], [23] did not focus on the IEC 104
protocol. Instead, they investigated what the possible effects of
malicious NTP messages on a system using IEC 104 are. Some
of the attacks may even affect IEC-62351 compliant systems
(which proposes security improvements for the standard IEC
104) because it relies on NTP as well.

In [21] the authors reviewed if malicious time settings
can be propagated across the entire network, and the results
showed that IEC clients and servers started to use the ma-
licious time in their ASDU messages. This behavior can be
abused to de-synchronize control loops, and it even affects
logging mechanisms in the system.

[22] focuses on causing de-synchronize just by manipulating
the packet process rate of the NTP synchronization server’s
queue. This attack may be used to undermine the QoS of the
communication.

In [23] the authors showed that in some cases, when the
clock of communicating parties is not synchronized, it can
even result in DoS attacks.
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There are newer protocols to support the communication
needs of power grids. One is the IEC 61850 [27] with
security extensions defined in IEC 62351 [28]. However, these
extensions are not flawless either. The authors in [29] showed
three weaknesses in the protocol. The security mechanism of
IEC 62351 can also be applied to the protocol in the focus of
this paper, the IEC 104. This was demonstrated in a laboratory
setup in [30] as well.

The security of power systems is a well-studied field, two
great surveys are [31], [32]. A recent paper focusing on the
security of substations using IEC 104, among other protocols,
can be found in [33]. Readers interested in a greater picture of
cyber-physical systems security are encouraged to check the
survey in [8].

We used techniques from the previously mentioned papers
and improved them to achieve better and stealthier attacks
during our research. We first executed some of the attacks
described in the previous papers. Preliminary results of this
experiment were published in [34] by us. Then we moved to
designing new attacks. We designed a new way that can be
used for DoS attacks as well. Furthermore, we developed the
packet injection attacks by injecting packets into an established
session without resetting the original connection and without
relying on valid packets. This method is far harder to detect
because the communicating parties generate no log messages,
and no invalid messages are sent, which could trigger the alert
of an IDS system.

Before introducing our attack toolkit, we describe the po-
tential entry points of a system in the next section.

IV. ENTRY POINTS OF ATTACKS

In this section we highlight some key concepts of attack
surfaces complementing our main topic. The basics and current
state regarding operation of power system control and IT
solutions can be found in literature (e.g. [35], [36], [37] )

Reliability is of main concern in every aspect of power
system operation. Fault of a single element must be withstood
without any disturbance (n-1 principle), be it a transmission
line or a server. There is always a fallback procedure: the
other transmission lines can take the extra load, a spare
server jumps in. This mindset challenges the implementation
of cyber-security measures. For example, an adaptive firewall
cannot block traffic that is yet unknown - or else it can lead
to emergency situations. This can also be exploited: a spare
system or communication link can be quietly targeted and,
at the right moment, locking out the primary system creates
an automatic fallback to the infected system. Reliability also
means that one cannot simply shut down or restart a critical
system element, making it a harder and slower process to
recover from an incident. The recovery process may also
require significant human resource and time, especially if a
black-out situation was created. This means that restoration of
power supply can take several hours if no permanent damage
or change was introduced to the system. If physical damage
was done (e.g. circuit breakers), it can take weeks until the
system could operate again in normal - n-1 withstanding -
state.
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Operation of power systems span across huge geographic
areas involving multiple companies and personnel in different
domains. The larger the system the larger the attack sur-
face is, that malicious attackers might leverage. Generally
there are several regulations that require making certain data
publicly available which makes some areas of open source
intelligence unavoidable (tenders, network development plans,
transparency reports, press releases, etc.). Not only this, but the
potential damage a successful attack can inflict makes power
systems an attractive target. Figure 4 shows the typical areas
where IEC 104 are used in system operations - focusing on
SCADA systems.

Some example of potential weaknesses:

« Utilities must have periodic data exchange (schedules,

measurements, grid models)

— Corporate internal firewall - the interface must ac-
quire data from operational databases inside SCADA
systems

— Data exchange process - corrupting or injecting false
data

— Using the sheer knowledge of the exchanged data
can be leveraged at other attacks.

« Utilities have remote access to substations and sites

— Suppliers’ system - a vendor can have direct access
to equipment and or software

— Physically infiltrating a substation and attacking the
control center from there - it can be easier than it
sounds, considering a distant, unmanned substation,
away from any settlement.

o Utilities rely on third parties

— Equipment manufacturers or software developers can
be leveraged - supply chain attack

— Service providers - it can be e.g. ICT infrastructure
as a service

From the many possibilities, some general key entry points
can be pinpointed:

o The SCADA (Supervisory Control and Data Acquisition)
system itself, which could potentially provide a complete
control over the system. Due to this, it is one of the
most protected system regarding perimeter defense. At
the same time, it provides a relatively big attack surface
due to required communication over a large geographic
area.

o Several interfaces for the SCADA system are required
to, for example, fulfill data exchange responsibilities
and to keep the database up-to-date with a geographic
information system (GIS). The attack surface here is
twofold. On one hand, an attacker can inject false data
into the external system, which could even have an impact
that prevents the SCADA system operating. On the other
hand, an attacker can exploit vulnerabilities of the several
interfaces.

« Utility business process applications plays an important
role in efficiency and organized operations. For example,
a schedule from the power system market or a planned
maintenance serve as a baseline of the network’s planned
state.
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o Network equipment (routers, firewalls) is the backbone
of most of the systems utilities have. At the same time,
network equipment is typically used everywhere, not just
in power systems. They tend to be cheaper and more
accessible for hackers and security researchers. Therefore
zero-day vulnerabilities are discovered in these much
more often than in other pieces of equipment.

e RTU (Remote Terminal Unit) is the data concentrator
for several equipment and provides protocol translation,
routing and switching functionalities. These are found
in every substation, and generally the primary and spare
systems come from a different vendors. They even have
primary and backup communication link that are physi-
cally independent from each other.

« Substation equipment connects to RTU and thus provides
another way into the system. The attack surface is larger
than that of RTUs, because there are usually two RTUs
in a substation, while there are tens, hundreds of other
equipment from several manufacturers.

The amount of equipment, cooperating parties and geo-
graphic distance coupled with the interdependence of physical
and cyber space make the systematic listing of entry points
and a complete risk assessment especially challenging. The
general frameworks could be partly used with the electric
power system like ISO 27000 series standard (e.g., 27019
for ICS in energy sector) or IEC 62443. In North America
NIST also creates standards and guidelines - among others -
for risk assessment (e.g. NIST SP 800-30) and for security of
industrial control systems (e.g. NIST 800-82). A holistic and
generalized framework that fits every purpose does not exist,
however, the concepts and definitions could be extended and
used to secure critical infrastructure systems. [38] shows an
example for creating a combined approach for cyber-physical
systems.

V. USE CASES FOR ATTACKS AGAINST IEC 104

This section will introduce the attack vectors, the test
environment, and the real-world devices used for evaluating
the different attacks. We designed multiple attack scenarios
based on our understanding of the protocol. Furthermore,
we also tried attacks described in other papers, which were
introduced in Section III.

The attacks were tested in a small simulator consisting
of virtual machines and the OpenMUC [39] implementation
of the IEC 104 protocol. The topology can differ for the
scenarios, but it always had one IEC 104 server, one client,
and at least one attacker.

The attacks are available for everyone wanting to repro-
duce our results. The attack scripts are publicly available
on GitHub?. To make reproducing easier, we used Docker
containers, and each attack scenario has a detailed step-by-
step description. The topology of the attack is depicted on
Figure 5.

Zhttps://github.com/CrySyS/IEC-104- Attacks
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Fig. 4. Generalized communication scheme of the power system control, highlighting usage of IEC 60870-5-104.
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We tried this attack against the OpenMUC implementation of
the protocol and on two real devices (Infoware RTU, OpalRT
simulator). As expected, none of them implemented extra
authentication alongside the protocol. In the following, we will
not discuss this attack because it is already explained in detail
in [18].

B. ASDU address field starvation

The idea of the attack is to use up every possible ASDU
address field of the IEC 104 network. Since the ASDU address
field is stored on 2 bytes, 65535 (actually 65533 since O and
65535 are not used) different addresses can be used. To deplete
the address pool, the attacker must initiate connections to
the IEC 104 server without closing the previously established
connection. In theory, after the address pool becomes depleted,
the server will not accept new connections.

The attack was carried out in the testbed with two attackers,
one server, and one client. The OpenMUC implementation of
the protocol can handle only 100 connections simultaneously.
After reaching the limit, no new connections could be made
to the server.

The attack was successful against real devices as well. The
OpalRT simulator and the Infoware RTU could handle only
a single connection. Therefore if an attacker could connect to
the device, the operators could not interact with the server.
This attack was also tested against two Protecta devices.
Both could handle nine parallel connections. When all of
them are acquired by an attacker, the operator would have no
means of controlling the device. The small number of parallel
connections can be easily exploited to prevent the operator
from connecting to the server.

C. TCP stream poisoning

The protocol uses TCP as the transport protocol. Therefore
attacks targeting the TCP transport protocol can be used
against the IEC protocol as well. An attacker who can inject
packets in an active communication session can inject TCP
packets with invalid checksums in the connection or inject a
FIN or RST packet while impersonating a legitimate party of
the communication to cause a denial of service. This attack
was proven successful both in the simulator and in the case
of real devices (between the Citect SCADA and the Infoware
RTU, between the Opal-RT OP5707 and a RaspberryPi with
OpenMUC) as well. TCP-based attacks will not be mentioned
in the following because they are described in more detail
in [18] and [19].

D. Modifying IEC 104 sequence numbers

Each participant of the communicating parties keeps a
record of the number of received and sent messages. Upon
a message is received, these sequence numbers are validated.
In the case of correct sequence numbers, the message is pro-
cessed. Otherwise, the message is dropped, and the connection
is terminated due to the incorrect sequence numbers. Since the
protocol does not define a mechanism to protect the integrity
of the message header, this behavior can be abused by an
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attacker who can modify the messages of active connection to
cause a denial of service.

To modify the IEC 104 sequence numbers, the attacker
needs to be in a MitM position to inspect and modify for-
warded packets. We used iptables and the NetfilterQueue [40]
package of Python to move traffic forwarding from kernel-
space to user-space. Since, at the time of writing this paper,
the set_payload function of NetfilterQueue was not working,
we dropped the original packet and sent out a forged one using
Scapy [41].

This attack was carried out with success in the simulator and
with real devices (between the Citect SCADA and the Infoware
RTU, between the Opal-RT OP5707 and a RaspberryPi with
OpenMUC) as well. To achieve MitM position, we used
bettercap [42], a framework for carrying out ARP poisoning
attacks.

E. Packet injection

The protocol does not define a mechanism for protecting the
header or the body of the IEC messages. An attacker with man-
in-the-middle capabilities can manipulate arbitrary packets of
the communication. The attacker can even inject new packets
into the communication. However, the attacker needs to be
careful because the sequence numbers of the legitimate com-
municating parties will not match. To avoid the termination
of the connection, the attacker needs to modify the sequence
numbers to match the expectations of the destinations.

The setup used to inspect, modify or drop packets was the
same as in V-D. Injecting a new packet to the communication
and modification (in case of packet length changes) requires
extra care because the TCP sequence numbers and the IEC
104 sequence numbers of the communicating parties will not
match. Therefore to avoid the termination of the TCP session,
it needs to be patched to match the receiver’s expectations for
all future packets as well. Therefore the attacker needs to keep
a record of both session numbers on all of the attacked streams.
The authors started to work on this topic and showed some
preliminary results in [34]. This can results in a complete
takeover of the communication, since the attacker can inject,
modify or drop arbitrary packets without the possibility of
trivial detection of the attack.

This attack was successful in the case of the simulator. Fur-
thermore, it worked well in the case of real industrial devices
(between the Citect SCADA and the Infoware RTU, between
the Opal-RT OP5707 and a RaspberryPi with OpenMUC). To
achieve MitM position, we used bettercap as in the previous
attack.

The only remainder of an efficient attack is the targeting
of the attack. The attacker knows what they want to achieve
but does not know which ASDU address or IOA should be
modified to achieve that goal. In the next section we show a
method which can help the attacker in this question.

VI. TARGETING ATTACKS IN UNKNOWN ENVIRONMENTS
A. Introduction to the pairing based attack

Previously, we have shown numerous attacks against the
IEC 104 protocol. These attacks included MitM attacks where
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TABLE I
DATA COLLECTED AT THE MITM POSITION (LEFT) AND DATA COLLECTED
FROM AUXILIARY SOURCE (RIGHT).

WID | T\ | T» | Ts SID | Ty | Ty | Ts
1000 | 87| 11.2 | 9.3 A |5 |5 |4
2000 | 6.2 | 5.1 | 3.9 B | 8 |12]10

the attacker could manipulate data transferred among the
parties using IEC 104. However, the attacker could not decide
what to manipulate because the pairing among real world iden-
tifiers (station IDs) and IEC 104 identifiers (ASDU Address;
Information Object Addresses, IOA) is unknown. Therefore
the attacker only could randomly set the values of different
IOAs on different devices which could lead to harmful events,
but not to full control.

In this part of the paper, we show how the attacker can learn
the station ID-IOA pairs. The very same method can be used if
the ASDU address is also unknown. In the following we will
use the following nomenclature for the sake of simplicity:

SID: station ID, real world identifier of a data point known
to the attacker
IUID: IEC 104 unique identifier unknown to the attacker,

ASDU address and IOA pair

The revealed pairing can help the attacker to successfully
compromise and take over the control of the system. The
attacker can use the previously described MitM position to
eavesdrop and learn the values set by the IEC 104 client.
This way, one can learn the values assigned to each IUID
(remember, the ASDU contains the ASDU address, the IOA
and the value itself). The attacker can also periodically collect
some auxiliary information (e.g. query some public web
page, or utilize other acquired intelligence sources) to learn
the values assigned to each SID. The different sources of
auxiliary information is described in Section VI-B. Based on
the auxiliary information and the information collected at the
MitM position the attacker can build an error matrix to find
the most likely pairing. This algorithm is presented in the
following artificially small example.

Table I. represent the data learned through eavesdropping
the IEC 104 communication at the MitM position and collect-
ing the auxiliary sources at times 77,75 and T3. For the sake
of simplicity, only two IDs are used in the example. In real life
scenarios, the number of IDs are much higher; the robustness
of the algorithm with higher station numbers is analyzed in
Section VI-F.

The next step of our algorithm is to calculate the error of the
different pairings which is the sum of squared differences for
every possible pairing. The possible pairings are the following
(SID — IUID): A-1000, A-2000, B-1000, B-2000.

Based on the time series presented earlier, the calculations
for the first pair would be the following:

ERROR(A,1000) =
(8.7 —5)* 4+ (11.2 = 5)2 + (9.3 — 4)? = 80.22
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We can simply calculate the same error for every possible
pair. The matrix of the errors can be represented as:

| A | B
1000 | 80.22 | 1.62
2000 | 1.46 | 88.06

The last step of the algorithm is to choose pairs which
covers the matrix and calculate the total error. It can be done
in two ways in this example:

o 80.22 + 88.06 (SID=A is paired to IUID=1000 and
SID=B is paired to IUID=2000)

o 1.46 + 1.62 (SID=A is paired to IUID=2000 and SID=B
is paired to IUID=1000)

Our goal is to find the lowest one, so the second one will
be the correct. From this, we can learn that the most likely
pairing in this case was A-2000 and B-1000. Generally finding
the best pairing is not so obvious. Fortunately the well-known
Hungarian algorithm [43] solves exactly this problem.

The steps of the algorithm are the following:

1) Collect n time series of IEC 104 communication for n
different TUIDs
2) Collect n time series from auxiliary source for n differ-
ent SIDs
3) Calculate an n-by-n matrix of squared differences of the
time series
4) Find a minimal pairing based on the Hungarian algo-
rithm
5) The result of the algorithm is the most likely IUID -
SID pairing
We paired n IUID to n SID in the above example for the
sake of simplicity. The very same algorithm can be used to
pair n by m values (n >= m) if we have m SIDs to pair with
n UIDs.

B. Auxiliary information sources

The pairing based attack requires an information source
where the real station IDs (name of the variable) and related
values can be found. Such an information source can be pub-
licly accessible in many countries. These web pages display
the current flows of different countries, stations or substations
in near real time. Some examples are the following:

o Border crossing data per country and region: https://www.
electricitymap.org
o EU detailed cross border physical flows and market data:
https://transparency.entsoe.eu
« Real time electricity consumption and inter-regional flows
from France: https://www.rte-france.com/en/eco2mix
o Hungarian Power System Actual Data: https://mavir.hu/
web/mavir-en/hungarian-power-system-actual-data
The attacker can also use other private but not well protected
information sources, like data series shared between different
companies.
The finer the auxiliary information, the easier and more
accurate the result is. In Section VI-F we show how the
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accuracy of this information influences the results of the
algorithm.

Transmission system (along with the transmission system
operator - TSO) is most affected by this openness. The basic
topology of the transmission system is relatively easy to
reconstruct via satellite images, while for some regions it
is even well known from publications (like the ENTSO-E
materials in Europe). Generally, neighboring TSOs have a few
connections with each other, thus - for example - the flows on
the physical lines could be guessed from the data on energy
exchange between countries. The transmission system has
much less substations and transmission lines compared to the
distribution system, which means that even little information
defines the state of the system that adequately supplements the
pairing algorithm.

C. Implementation of the attack

We have implemented the attack with 3 main parts, the [EC
104 eavesdropper, the auxiliary information collector (web
crawler) and the SID-IUID match maker.

1) IEC 104 eavesdropper: The implementation of the
eavesdropper is described in Section V. However in this
particular case we only want to store the values of the IUIDs
in time-series (time-IUID-value tuples). No modification or
injection is needed in this phase.

2) The web crawler: The web crawler is similar to the
IEC 104 eavesdropper as it downloads and stores the auxiliary
information source in time-series (time-SID-value tuples).

3) The match maker: The match maker reads the stored
data from the two sources and calculates the squared dif-
ferences matrix. This matrix is the input of the Hungarian
algorithm which calculates the pairs with the lowest error. The
result is a list containing the SID-IUID pairs. The algorithm
was implemented in Python using scipy and numpy.

D. Verification of the matching algorithm

The verification of the algorithm was done by testing it with
many different cases. We could not use real life data in this
research, therefore we wrote a Python script that generated
numerous data series and also used a series from a simulator.
We ran the algorithm on these artificial time-series and verified
the results.

E. Generation of data series

The goal of this step is to generate data series that can
be used for testing. We wanted to make the generated data
series as realistic as possible, therefore the data was generated
according to the following rules.

o The values of the stations are changing smoothly in real-
life, therefore using plain random numbers would result
in unrealistic scenarios. To avoid this, only the first value
is random and the rest is generated using the ones before
them.

« The publicly available web page nor the measurements
themselves wouldn’t represent accurate values in a real-
life scenario, therefore some noise needs to be added to
the data.
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o The number of the values generated for each scenario
is also random, therefore we can validate if it works
properly with even a small amount of data available.

F. Test scenarios

We used a manually crafted test scenario (#5) and several
artificially created base test cases (#1-#4) for performance
evaluation. For the latter, the SID-IUID pairs are generated
randomly for each test case. The results of the algorithm was
compared to the ground truth. We ran millions of test cases
with the following configurations.

Explanation of these constants are the following:

« CHANGE_RATE_MIN/CHANGE_RATE_MAX: A ran-
dom number is generated in this interval, and the previous
value is multiplied by it. This ensures that the values can
only change smoothly.

o VALUE_COUNT_MIN/VALUE_COUNT_MAX: The
number of values for each station is generated in this
interval (length of test case).

o MIN_VALUE/MAX_VALUE: The value of the station is
generated in this interval.

o ITERATION_COUNT: The number of test cases in the
scenario.

o NOISE_MIN/NOISE_MAX: As mentioned earlier the
website doesn’t show accurate values, therefore the orig-
inal value is multiplied by a number which is generated
in the range of these numbers. This can be considered as
quantization error.

o STATION_COUNT: The number of data points to pair.

The parameters of the five different scenarios are summa-

rized on Table II.

TABLE II
PARAMETERS AND RESULTS OF THE SCENARIOS
Parameter S1 S2 S3 S4 S5
CHANGE_RATE_MIN 0.8 n.a
CHANGE_RATE_MAX 1.2 n.a
VALUE_COUNT_MIN 10 10 10 20 20
VALUE_COUNT_MAX 20 50 50 20 192
MIN_VALUE -1000 n.a
MAX_VALUE 1000 n.a
ITERATION_COUNT 10°
NOISE_MIN 0.7 0.8 0 0.9 0.85
NOISE_MAX 1.3 1.2 2 1.1 1.15
STATION_COUNT 13 13 13 100 13
| Success rate [ 974%  999% 689% 100% 942% |

1) Scenario 1: In this scenario, the size of the data series
was between 10 and 20, which is considered a rather small
sample size. The algorithm correctly determined the pairs in
974827 cases out of 1000000. This means that in this case,
the algorithm had a success rate of 97.4%.

2) Scenario 2: In this scenario, we tested the effect of
longer time series (10 to 50 values per station) with smaller
noise. We expected to get better results than in the previous
scenarios as more input data was used in the pairing phase.
The algorithm correctly determined the pairs in 999282 cases
out of 1000000. This means that a success rate of 99.9% was
achieved.
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3) Scenario 3: In this scenario, the noise rate was enor-
mously large (in a real scenario, it would be less than 10%,
here we have 100%), and the value count per station was
between 10 and 50. The algorithm still determined the pairs
correctly in 689448 cases out of 1000000. This means that in
this case, the algorithm had a success rate of 68.9%.

4) Scenario 4: In this scenario, the algorithm correctly
determined the pairs in 1000000 cases out of 1000000. This
means that in this case, the algorithm had a success rate of
100%. In this scenario, the number of stations was greatly
increased, but the run-time of the matching scaled linearly.
This indicates that the algorithm is suitable for larger sets with
reasonable running times. We think this scenario is the most
realistic in terms of parameter selection.

5) Scenario 5: This scenario significantly differs from
the previous ones. The values for this scenario was crafted
manually to mimic real-life values. Creating a lifelike sim-
ulated environment is generally challenging, however, here
the goal was to simply have a system which has the same
correlation behavior as a real one: the different measurements
on substations (i.e. a node in a graph) and on transmission
lines (i.e. an edge in a graph) all have a dependency on each
other. The strongest connection among these measurements
comes from the physical properties of a network which is
represented by load-flow calculation that is generally used for
these purposes in the industry. A correlation - although to a
much lesser extent - also could exist via the natural shape of
load profiles; this approach is also widely used in the industry
since decades. For this specific scenario, consumption and
generation values were based on actual measurements and
statistically created profiles. Moreover, a simulated network
topology was used to estimate the current and voltage values
for every time step with load-flow calculations. Thus, even the
effect of one node on an other is also apparent. Also, a variety
of load behaviour was represented (photovoltaic, wind, gas
power plant; industrial, commercial and aggregated residential
load). We created a single set of timeseries as a foundation and
added random noise (to represent measurement uncertainty)
just like with the other scenarios and used a variety of time
periods to represent that an attacker starts to eavesdrop at a
random time. The algorithm correctly determined the pairs in
942000 cases out of 1000000. This means that in this case,
the algorithm had a success rate of 94.2%. It is important
to note that there are periods when some values remain the
same for some nodes, which makes pairing really hard for the
algorithm (e.g. photovoltaic plants are typically not producing
anything for several hours during the night resulting in long,
indistinguishable sequences of zeros).

G. Evaluation

The previous test scenarios showed that the algorithm works
well even with extreme configurations. Scenario 4 was closest
to reality in terms of complexity. In that case, the algorithm
had a success rate of 100%. The data values were as realistic as
possible in Scenario 5, and that scenario also succeeded over
94% of the cases. Therefore we affirm that this approach can
be used to match SIDs to IUIDs. The speed of the algorithm is
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also acceptable, Scenario 4 had the longest run-time, but it still
took less than 1 second to calculate one case. We argue that
the described algorithm can be successfully used as an early
phase of an attack, where the target IUIDs can be discovered.
The algorithm should run only once after a long data collection
phase so the running time of the algorithm is not so important.

As the results show, the pairing works very well, but a
successful attack chain requires many steps described in this
paper. First, the attacker needs to access the network where
the IEC communication is used (the possible entry points are
analysed in Section IV). Then the attacker needs to get in
a position where they can eavesdrop on the IEC server and
client (in this step, the attacker gathers identifier and value
pairs, the possible methods are introduced in Section V).
Meanwhile, eavesdropping on the transmission, the attacker
also needs to find a reliable data source where the station’s
values and names are present. After the attacker has gathered
enough information, they can run the Hungarian algorithm
to find the correct SID and IUID pairs as described in this
section. When the pairing is done, the attacker can start various
attacks against the power grid to control it as they desire.
With this knowledge, masquerading and precisely targeting
the attack becomes feasible. For example, the adversary could
open circuit breakers without the system operators knowing
it, thus leaving specific areas without power. Or, the adversary
could remain hidden until it modifies the network enough to
cause a large scale blackout.

The risk of the whole scenario can be analysed based on
the DREAD scoring system [44], where the components of
the risk are Damage potential, Reproducibility, Exploitability,
Affected users, and Detectability. The scoring systems uses
High, Medium and Low scores. The Damage potential of
the scenario is high as physical damage even causing fire
at the substation is probable. The Reproducibility of the
attack is medium as special knowledge of power systems
and network protocols are also required at the same time.
The Exploitability is Medium as a vulnerable entry point
must be found at the beginning, but after that the attack is
straightforward. The number of Affected Users can be very
high as a blackout around a substation can affect thousands
of people. The attack can be detected relatively easily as it
creates different anomalies in the operation. A well-configured
anomaly detector can detect it and trigger an alarm. This
means that the risk coming from the detectability is low. A
successful attack scenario can violate all components of the
CIA objectives: the Confidentiality of identifiers used inside
the substation is violated by the pairing. The Integrity of the
commands and measured values is affected by the selective
modification of the IEC 104 messages, while the Availability
of the power system might be violated by selectively opening
and closing circuit breakers.

If someone wants to avoid such attacks, a systematic ap-
proach must be used. It starts with the application of the
risk assessment frameworks discussed in Section IV and the
realization of countermeasures mentioned in the frameworks
and in Section III.
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VII. SUMMARY

In this paper, we analyzed the security of the IEC 104
protocol. We showed existing attacks against the protocol and
also designed new attack vectors. To supplement, we published
our attack scripts to make it possible for everyone to reproduce
our attacks.

We assembled a realistic attack scenario in a holistic ap-
proach comprising the following parts:

« We enumerated the possible entry points a threat actor
can use to access IEC 104 communication.

« We showed and created new techniques which can result
in man in the middle position for the attacker and
showcased the operation with actual equipment.

o By collecting traffic from the attacked network and from
auxiliary sources we demonstrated how the real identity
of the information object addresses can be revealed.

By leveraging the demonstrated methods, one can get into a
position from where taking over the entire telecontrol system
is straightforward.

In the future, we will focus on extending the framework
with advanced false packet creation methodologies which can
increase the chance that the attack itself could remain hidden.
This involves synchronised packet injection at multiple places
that produces a consistent state of the network. It would also
be interesting to test our attack scenario in a real deployment
(especially the accuracy of the pairing), but it is challenging
to persuade a TSO to let us access their internal systems.
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